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Each layer in the stack wraps the packet on the sending side and than unwraps it at each layer on the receiving.
Using IPSec is a valid defence mechanism. Session side jacking, where the attacker uses packet sniffing to
read network traffic between two parties to steal the session cookie. Finally, be on the same LAN as both the
host and the target. It is responsible for the delivery of signals from source to destination host over a physical
communication platform, which in this case is Ethernet. The attack he used exploited the trust that
Shimomura's machines had with another network. Application Layer The application layer is the topmost
layer the request for a Web page in the preceding example. The attack became famous when Kevin Mitnick
used it to hack into Tsutomu Shimomura's computer network. Early versions of HTTP 1. Simple Active
Attack against TCP connections - An attack in which the attacker does not merely eavesdrop but takes action
to change, delete, reroute, add, forge or divert data. Since we want to establish a connection with Target, the
last thing that we need is for Victim to ruin our fun by sending the RST packet to Target. It is called blind
because he cannot see the response; though the hijacker can send the data or commands, he is basically
guessing the responses of the client and server. Note If you can compromise the switch, you might be able to
capture packets between two hosts. By making use of a 4th machine, we can make it more difficult for the
phoney connection to be traced back to us. It allows you to monitor one or more ports or VLANs from a single
switched port. This forces the switch to send traffic destined for that user to your port instead. Each layer of
the stack adds its own proprietary "tag" to each segment of the packet. With session hijacking, you take over
an already-authenticated host as it communicates with the target. Perform the attack during times of heavy
network activity. In true session hijacking, you take over the IP session by spoofing the source or destination
and changing your TCP sequence numbers to match that of the host and target. This layer appends the frame
header to the IP header of the datagram.


